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Introduction and historical background

The microprocessor and cheap memory revolution-
ized the communication industry in the 1980s. The
Web was born in the 1990s. By 2000 the price of
international telephone calls was a fraction of what
it had been 15 years earlier, torrents of data pulsed
through global digital networks, and the ways
people communicated were transformed. Com-
munications and information technology are now at
the core of a new world information economy. As
globalization proceeds we need to understand why
global networking grew as it did, and the con-
sequences of these developments for the workings of
contemporary international relations.

A significant driver of globalization is the advent
of faster, cheaper communications that are critical to
growth, innovation, higher productivity, and job
creation. The rise of affordable global communica-
tions also had two major consequences that
fundamentally altered the practice of international
relations, making it more difficult for policymakers
to keep control. First, global communications upset
the power balance among states, firms, and non-
governmental organizations. The empowerment of

new players on key issues and the restructuring of
power relationships among existing actors forced
change. Just as the cold war ended and bipolar com-
petition gave way to new, more complex policy
challenges, the rise of global communications
augmented the loss of control of governments over
traditional foreign and economic policy issues. Sec-
ond, the instant saturation of broadcast and Internet
channels with the latest news from anywhere on the
planet pushed decisionmakers to act more quickly in
response to breaking crises. Policymakers often did
not have the luxury of time in which to deliberate
about their decisions.

Until the early 1980s almost all national com-
munications were provided by government-owned
or government-controlled monopolies that were
slow to innovate. Internationally there was limited
voice traffic, occasional satellite broadcasts, and no
commercial e-mail. There was no competition in the
provision of international calls, so international
calls were extremely expensive for callers, profitable
for the phone companies, but not that numerous.
The scheme for managing international voice
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communications remained almost unchanged for
more than a century, from the first telegraphic
submarine cable until the mid-1970s. At its core was
the International Telecommunication Union (ITU)
that set technical standards, allocated spectrum,
provided technical assistance to poorer nations, and
later gave out orbital slots. In essence, the ITU was a
cartel controlled by the national telephone
monopolies.

At the start of the 1980s the British introduced
limited competition and began privatizing British
Telecom and Cable & Wireless. In the United States
AT&T was broken up on 1 January 1984, but also was
permitted, for the first time, to provide value-added
and enhanced information services. Many countries
followed Britain and the United States to embrace
greater telecom competition, privatization, and lib-
eralization. Convergence became the watchword as
boundaries separating local and long-distance, voice
and data, cable and telephone, and wireline and
wireless services eroded. Service providers were per-
mitted to provide content and broadcasters, studios,
and other content providers could provide voice and
data services.

On the international level, a series of trade negoti-
ations pushed trade liberalization in new communi-
cations and information services and promoted

competition by multiple competitors on a playing
field that was made more level. Box 28.1 summarizes
the results of the WTO agreement on basic telecom-
munications services that moved this process for-
ward. In addition, the US Federal Communications
Commission acted unilaterally to force a sharp
reduction in international calling rates.

Globalization, the Internet, and the World Wide Web revolution

The global telecom and information landscape is in
flux. Consider telephone, cellular, and Internet
penetration. Table 28.1 shows the number of main
telephone lines, cellular subscribers, and Internet
users per 1,000 inhabitants in 1990 and 2001. In
2001 Scandinavia, the Benelux countries, Switzer-
land, and North America led on installed telephone
lines. Most major European countries had closed the
gap with North America on wireline telephone.
Europe and Japan enjoyed substantially larger cellu-
lar penetration in 2001 than either the United States
or Canada, which lagged far behind. By contrast,
Internet penetration was higher in the United States
than in every country except Korea, Sweden, and
Iceland, but the gap is closing.

An examination of the flows of telecommunica-
tions traffic written within Europe and Asia demon-
strates that geography still matters. The United
States is the linchpin of interregional voice and data
flows. Combined traffic flows between Europe and
Asia/and the Pacific were about a third of what
passed between North America and the three main
regions. Note that international bandwidth is avail-
able for data transmission hubs through North
America. The USA–Europe traffic is almost four times
greater than the available bandwidth for USA–Asia
traffic and almost 90 times as great as the link con-
necting Europe and Asia. Within Europe, Germany
and the United Kingdom are the main hubs of inter-
national traffic flows with France in a strong third
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position. The most recent data from Telegeography
indicate that Europe generated 44.1 per cent of all
outgoing international telecommunications flows in
2002, up from 41.4 per cent in 1996. Within Asia the
five main hubs are Hong Kong, Australia, Japan,
China, and Singapore. Taiwan and South Korea trail,
but also are substantial hubs. North America origin-
ated 31.3 per cent of international traffic in 2002,
down from 32.3 per cent in 1996.

One way to interpret these statistics is that com-
petition and innovation have promoted three major

trends that are transforming global communica-
tions, reshaping the world information economy,
and reshaping world politics and international
relations.

Trend 1. The Rise of Data: First, although tele-
phone penetration and international voice traffic
proceeds incrementally, the growth of data trans-
mission is far outdistancing the growth of domestic
and international voice traffic. The changes in the
size of market segments reflect these trends. In 1994
the world telecommunication services market of
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$517 billion was about 16 per cent data and 10 per
cent mobile. In 2001 the world telecommunications
services market was $968 billion even though com-
petition had caused prices to plunge in many of the
world’s largest markets. Data revenues were about
18.5 per cent even though data were, by volume,
now equal in size to voice traffic. Mobile had grown
to about 33 per cent of world telecommunications
revenues. International traffic had slipped from
more than 8 per cent of the total revenue to less than
8 per cent (ITU 2001). The success of the Internet and
the Web and the rapid growth of e-commerce all
help to explain this trend. However, there is another
way to look at this trend. The rise of global digital
networks made much less meaningful the distinc-
tion between voice and data. Streaming bits can now
be reassembled in much richer, more textured forms
as voice, data, images, films, or music. From this per-
spective the real change is that people, governments,
firms, and computers are using communication
networks to interact much more than in the past.

Trend 2. The rise of the Internet and the
Web: The Internet changes how a network is organ-
ized, the services it can provide, and its cost struc-
ture. Internet architectures are cheaper and more
powerful than traditional phone networks. Voice is
being supplemented by more complex communica-
tion flows that require more bits to be transmitted
thanks to the Internet, the Web, and the continuing
sharp declines in computing costs. In addition
phones are becoming interchangeable with com-
puters, as witnessed by the latest cell phones (which
have powerful microprocessors). Further, just as
banks sometimes give away mobile phone handsets
to new customers, cable companies soon will bundle
domestic and long-distance telephone services in
their service packages. As a result, every network of
any competitive economy will need to support data
applications reliably. Modern economies require
modern networks that efficiently carry vast amounts
of information. This means that the cost of sending
large amounts of data needs to be minimal. This, in
turn, means that the price of traditional phone ser-
vices—domestic, long-distance, and international—
will rapidly begin to approach zero. Indeed, voice
services that use Internet connections and allow free
calls, including international ones, are already
proliferating.

Trend 3. The rise of wireless networking:
The third significant trend is the emergence of wire-
less networks that now connect more users than do
wired networks. Satellite and microwave systems
began the movement away from wireline to the
first major fixed wireless system of the modern era.
Satellite services were originally provided almost
exclusively through monopoly systems, mainly
through the Intelsat system. Terrestrial mobile wire-
less systems followed. New fixed, wireless (WiFi) 
systems that can deliver large bandwidth for short
distances are now proliferating. In addition, video-
phones now provide many of the international stor-
ies on CNN and the BBC. All of these are substitutes
for conventional phone services that use transmis-
sion cables and make possible alternative choices.
The new systems provide affordable voice and data
links for many poor countries with little or no con-
nectivity to international submarine cables. Wireless
voice traffic and data transfer could shortly compete
strongly with wireline voice and data transfer for
dominance worldwide.

The significance of wireless for society, regulation,
and international relations is huge. The early leaders
are Korea, Japan, and Finland, but the rest of Europe
is now moving quickly, with North America trailing.
Wireless has opened the way to a vast increase in the
connectivity of the developing countries’ popula-
tions. It is cheaper and faster to deploy than wired
networks. However, communications regulators in
developing countries have so far treated it as if it
were a luxury premium service for the better-off and
business. As a result, they allowed mobile operators
to charge higher prices for service but also encour-
aged competition in these services earlier than for
wired networks. The pace of globalization was
accelerated by competition which pushed down
prices for long-distance and international calls and
unleashed innovation, stimulating tremendous
investment in and growth of global communica-
tions. National firms partnered and merged, often
across national borders, to achieve the scale and
scope necessary to operate global networks. In
essence the emergence of affordable, integrated
global networks provided the backbone of the
World Wide Web and was a huge catalyst that jug-
gled the priorities and agenda of international
relations.
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Drivers that shape globalization

Figure 28.1 presents a dynamic model of telecom-
munications and IT globalization. This section
focuses on the drivers that shape globalization. Later
the consequences of globalization will be con-
sidered. Start with the assumption that firms work to
make money and dominate markets. To do so they
use expertise from different disciplines to try to
guide globalization in ways that help them and

undermine their competitors. Their strategies may
involve influencing the policy and regulations that
shape how global networks operate, the hardware
that comprises the network, the content that flows
through the network, or the software that mediates
between the hardware and content. Firms employ
different strategic tools to win at each level. The
interdisciplinary nature of these tools is one reason

Fig. 28.1 A dynamic model of telecommunications/IT globalization
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that the role of communications in determining the
structure of global networks is not well understood.
Six separate strategies that depend on different pro-
fessional expertise are noted in Fig. 28.1 to illustrate
how firms try to advantage themselves.

First, engineers create the technical standards for
equipment and the mechanisms for physically link-
ing them. This can be accomplished cooperatively or
conflict may arise. Whoever controls standards that
triumph in the market-place holds a significant
competitive advantage. But the ‘best’ standard is not
always the winning standard. Famously, the once
ubiquitous VHS standard for videorecording van-
quished Sony’s Beta standard, even though at the
time Beta was the superior technical standard. None-
theless, a strong alliance of companies that did not
want Sony to dominate the market successfully sup-
ported the VHS standard that ultimately was
embraced everywhere. At present there is significant
competition between Europe, the United States, and
China over which wireless standards will triumph.

Second, computer programmers write the soft-
ware that instructs the hardware how to operate and
allow content to flow through networks. Those that
design and own the software determine how net-
works operate. The obvious example is Windows.
The battle for control of communications was ini-
tially waged between AT&T (which controlled the
communication network) and IBM (which domin-
ated the terminals attached to the network). They
battled over where the intelligence should be located
in the network. To try to leverage their strengths,
AT&T favoured a smart network with dumb ter-
minals; IBM advocated smart terminals and a dumb
network. But they were debating the wrong issue, so
both firms lost. Microsoft, by designing the operat-
ing system now run by most personal computers,
won the battle that traditional powers did not
understand was being fought until it was too late.
However, there is a backlash against Microsoft.
Hackers delight in exposing the weaknesses in Win-
dows’ security and many programmers (and IBM)
champion Linux, as an alternative to Windows.

Third, firms hire lobbyists to try to create advan-
tage for them by persuading politicians and regu-
lators to adopt laws and public policies that benefit
them. Firms may try to obtain trade protection, sub-
sidies, or tax breaks for national firms versus foreign

ones from their own governments, for their indus-
tries over other industries, and even for one firm or
process over another. At a minimum, lobbyists for
established interests work hard to block laws and
regulations that might undermine their favoured
position. Lobbyists and the firms they represent try
to elect politicians who favour their positions and
lobby for changes in policy that enhance their
clients’ interests.

Fourth, economists worry about money and its
distribution. If governments implement successful
economic strategies that play to the strengths of
some firms or sectors more than others, then those
firms or sectors are more likely to prosper. Econo-
mists associated with firms and with government
regulatory agencies continually joust with one
another trying to devise policies that will skew bene-
fits to their clients or citizens. Their focus is on the
generation of revenue and influence and its distribu-
tion among the governments, firms, and consumers.
Firms working within markets or under government
guidance rules set prices. Government economists
advise legislators and policymakers about taxation
issues. In the telecommunications arena govern-
ment economists have been critical in developing
schemes for spectrum allocation and licensing that
are meant to generate revenue for the government,
spur growth and innovation, and ensure customers
receive the best possible service at a fair price. One
reason that privatization of government-owned tele-
communications monopolists proved popular was
that the sale of their equity generated large sums of
cash for government coffers. More recently, econo-
mists urged governments to auction off scarce
spectrum instead of distributing it free to existing
operators or in lotteries.

Fifth, intellectual property lawyers have allowed
firms to make the ownership of content into a key
issue of control. Intellectual property in the network
environment is critical because information is
expensive to create, but additional, perfect copies are
cheap to produce. Owners of content have gained a
boost in the past decade because of unanticipated
advances achieved in the protection of international
intellectual property rights during the NAFTA and
Uruguay Round of trade negotiations. The United
States also unilaterally extended the intellectual
property rights of US firms through such measures as
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the Digital Millennium Copyright Act of 1998. How-
ever, the owners of information are concerned that
the technology now exists to enable the simpler and
cheaper manufacture of perfect copies of software,
films, and music than ever before. Critics worry that
the balance between innovators and users has tilted
too far in favour of the owners of intellectual prop-
erty and that consumers, the poor, and those in
developing countries are being disadvantaged. Spe-
cifically, the extension and strengthening of intel-
lectual property laws in the telecommunications/IT
arena give a new weapon to firms that own intel-
lectual property, but some believe that the laws are
now so one-sided that some firms are using them to
stifle competition. Firms trying to claim ownership
of key technologies on the Internet could hold
progress and innovation hostage.

Sixth, business executives, many with MBA quali-
fications, seek competitive strategies to lock in
customers, manage their corporate alliances, and
legally undermine opponents (Shapiro and Varian).
Executives are paid to design marketing and pricing
strategies that will attract a broad range of customers
who are willing to pay different prices for different
versions of the same product. Similarly, it may be
possible to sell different versions of a product with
quite different features in different countries and

cultures. To the extent possible firms try to lock in
their more profitable customers either by making it
expensive for them to switch vendors in mid-process
or by providing huge incentives to good customers
to stick with the same vendor.

The impact of the information revolution on international relations
and institutions

The impact of the deregulatory push in America
and Britain during the 1980s also tilted the balance
of influence from government towards firms and
markets. The rebalancing of power among actors in
international affairs was accelerated by the infor-
mation revolution. The Web and the information
revolution already have had tremendous security,
political, economic, social, and cultural conse-
quences. This section briefly notes the altered roles
of countries, companies, non-governmental organi-
zations (NGOs), international institutions, and
individuals and then examines the consequences for
international relations already evident.

The information revolution altered the role of
government policymakers in four main ways. First,
policymakers now have access to much more
information, perhaps too much information. As the
run-up to 9/11 makes clear, paralysis through infor-
mation overload is a real danger. Second, global net-
works mean that decisionmaking can be centralized
or decentralized. Governments generally have cen-
tralized decisionmaking, reducing the importance of
ambassadors and embassies and tempting political
leaders to micro-manage military situations and
economic negotiations in distant locations because
they can, not because they should. Third, global
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networks erode the monopoly of information in the
hands of governments, democratizing access to
breaking information. Firms, journalists, and NGOs
often have better information than governments.
Fourth, global networks provide transparency to
everybody, making it difficult for countries unilater-
ally to take national policy decisions when the
problems are global.

Globalization and global networks also allow
business firms to think and act in terms of global
production and a global market-place, heightening
their international influence. The global movement
of money and information allows firms to achieve
global production strategies, including the use of
strategies such as outsourcing, and simultaneously
makes it more difficult for national governments to
regulate them effectively. In the absence of effective
international regulation, these firms are gaining in
influence.

Global networks empowered and vastly increased
the numbers of NGOs and even individuals on the
international stage. NGOs now create, track, and dis-
seminate information and organize people and
groups sympathetic to their goals to pursue specific
policy outcomes in areas such as human rights advo-
cacy, environmental protection, and women’s
rights. The most striking example of the positive
influence of NGOs was their major role in the nego-
tiations to ban landmines and their success in raising
human rights concerns. NGO efforts to ban land
mines are summarized in Box 28.2. A more visible
impact of NGOs came when environmental NGOs
and labour unions joined to disrupt the attempt
by governments to launch a WTO Trade Round in
Seattle in November 1999. The round was finally
launched in Doha, Qatar, a city not noted for public
demonstrations and dissent.

Ironically, international institutions like the WTO
and the IMF are both more important and less effect-
ive international actors because of the rise of global
networks. They are more important because in the
absence of effective national policies to deal with
globalization, these institutions are the logical
venues through which to organize cooperative
international policies. They are less effective because
critics of such institutions, who complain that they
are neither democratic nor even-handed, have
stymied their initiatives at major junctures.

These kinds of shifts influenced world politics and
the theory of international relations. Global com-
munications enabled and empowered new non-
governmental institutions and accelerated and
broadened transnational contacts between states
and non-state actors in other countries. Non-state
actors, firms, and smaller, interest-driven NGOs pro-
liferated because their internal communications
made them more cohesive and transnational. In add-
ition, global networks and new communication
technologies produced a democratization of intelli-
gence-like information that narrowed the informa-
tion gap between states and others. For example,
although official intelligence efforts to find weapons
of mass destruction in Iraq have so far failed, in
late 2002 photos taken by a commercial satellite
documented Iran’s active nuclear programme and
forced this issue on to the Bush Administration’s
agenda.

International relations theories have adapted to
incorporate globalization and global networks into
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their approaches. Globalization did not banish high-
level state-to-state relations, but did add several
layers of complexity. The variants of theory that
begin with ‘neo’ and/or end with ‘ism’ continue to
proliferate, but in essence the impact of global net-
works is to undermine government control and to
make it possible for those at the top and those at the
bottom of society to interact in new ways. Supra-
national and subnational players matter in different
ways, at different times, on different issues. Leaders
isolate themselves from grassroots opinion at their
own risk. The democratization of information in real
time levels the field in terms of who knows what,
when, and where. Every crisis is aired on CNN and
BBC as it happens, often forcing decisionmakers to
act quickly instead of deliberating over their
responses. The same breaking news and, import-
antly, a flood of vivid images of the breaking news is
available from all but the most remote points and is
instantly available in countries around the world.
Today the trendiest place in Timbuktu, Mali is the
MCT (Multipurpose Community Telecentre) opened
in May 1998. In Tibet tourists and residents can
check their e-mail at the Barkhor Caf, not too far
from the Lhasa Holiday Inn. The percentage of the
world’s population linked to the global communica-
tions network in one or more ways is growing rap-
idly. Those on the outside truly suffer from a digital
divide, but this gap may be closing more rapidly

than most people appreciate because nodes are pro-
liferating, costs are declining, and governments
more and more understand that building a tele-
communications/IT infrastructure needs to be a
development priority.

Security, political, economic, social, and cultural consequences

The consequences of global networks and communi-
cations cut across borders and issues. The results are
both positive and disruptive, raising new opportun-
ities and challenges for global stability. This section
surveys both the positive and negative consequences
of globalization and global networks for inter-
national security, politics, economics, and social/
cultural identity. The final section of this chapter
examines the challenges for governance raised by
these developments.

Security consequences: intelligence
gathering, activism, and cyberwar

The information revolution altered the nature of
intelligence operations, political opposition, and the
waging of war. However, access to more information
does not automatically translate into better policy
decisions or greater national security. Components
of this sea change include: intelligence gathering
and its impact on foreign policy; the rise of ‘activism,
hacktivism, and cyberterrorism’ (Arquilla and Ron-
feldt 2001) and the use of networked information to
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initiate terrorist actions or to use in military conflict.
Table 28.2, for example, indicates the benefits and
drawbacks faced by netwar terrorists trying to use IT
to further their aims.

First, global communication networks help gov-
ernments collect and analyse vast quantities of
information to inform their decisions. But greater
intelligence collection often does not always trans-
late into better policy or prevention of terrorism. The
information-collection capabilities of modern intel-
ligence services were already evident in the 1980s
after a Soviet fighter downed Korean Airlines 007.
Within hours, President Reagan released the taped
conversations between the Soviet pilot who shot
down the plane and his ground base. Two decades
later, despite extensive efforts and technological
advances in intelligence gathering, efforts failed to
prevent the terrorist attacks on 11 September 2001
on the World Trade Center and the Pentagon or the
Madrid train bombings two and a half years to the
day later. Similarly, despite confident claims by
American and British leaders that Iraq was poised to
unleash weapons of mass destruction (WMD), a year
after the invasion of Iraq in 2003, no WMDs have
been found. Even when important information
exists, locating it and recognizing its importance in
time to prevent disasters can be challenging.

Thus, deciding what intelligence matters becomes

imperative in the conduct of electronic espionage,
especially because cyberterrorists have access to
almost the same information on the Web. Informa-
tion overload may also leave less room for intuition,
trust, and secret understandings that were trad-
itional instruments of the process. In short, more
information may be a blessing when bureaucrats and
political leaders can manage, analyse, and synthesize
the data. It can be a curse when abundant informa-
tion overloads or dehumanizes the decisionmaking
process to the detriment of creativity and flexibility.
Similarly, global networks allow governments to
centralize decisionmaking, increasing the influence
of a narrow range of top leaders. This may not trans-
late into sound, efficient policy choices. Indeed,
many large firms have decided to decentralize their
decisionmaking processes and to give more author-
ity to those closer to the customers.

Second, governments and others now routinely
try to use ‘soft power’ to influence the views of others
through television, radio, and print media and via
the Web. Those who generate the information view
it as ‘public diplomacy’. Those on the receiving end
are more likely to see such broadcasts as propaganda.
The United States, in the aftermath of 9/11, began
to focus more on public diplomacy initiatives. In
March 2002 the United States launched Radio
Sawa, an Arabic-language radio station to provide an
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American perspective mixed with music to attract
those who otherwise might not listen. In February
2004 Al Hurra, a US-funded Arabic language
television news station, went on the air throughout
the Middle East. Famously, in the mid-1990s the
Zapatistas in Chiapas, Mexico, knowing they
could never win a military struggle, launched a social
netwar spearheaded by ‘Subcommander Marcos’
to make their case against the Mexican Government
to the world. By making their plight transparent
to the world, they created a media playing field
on which they could compete and sometimes
triumph.

Those dissatisfied with the current order found in
global networks a tool that allowed diverse indi-
viduals to organize to make their voice heard. Activ-
ists and NGOs of all political persuasions have seized
on the Web as a mechanism to maximize their influ-
ence and lobbying clout. Advocacy networks in sup-
port of human rights issues, the environment, to
oppose violence against women, and to seek the end
of landmine use have been especially noteworthy
(Keck and Sikking). Similarly, in the ‘Battle at Seattle’
anti-globalization activists used new global com-
munications technologies to organize against the
WTO and the forces of globalization that they
opposed. A more virulent form of activism occurs
when hackers, for fun, fame, or politics, break into
networks and try to cripple or sabotage them or
infect them with viruses, worms, and other forms of
attack.

Third, global data communication networks and
new information technologies are changing modern
warfare. Knowledge is the key to destruction as well
as to production. The potential power of informa-
tion weapons was demonstrated in the 1990 and
2003 invasions of Iraq. The military was bolstered by
AWACS (an Airborne Warning and Control System)
which scanned the sky for enemy aircraft and mis-
siles and sent targeting data to allied forces from
modified Boeing 707s. In parallel, J-STARS (the Joint
Surveillance and Target Attack System) helped
detect, disrupt, and destroy Iraqi ground forces dur-
ing Desert Storm with speed and precision. Similarly,
the battle for Kosovo was fought from the air. Smart
bombs were delivered by smart planes directed by
smart computers. In this virtual war the attacking
forces suffered no fatalities during the fighting.

In addition, the Pentagon apparently has con-
sidered launching direct cyberattacks on its foes to
bring down their computer and communications
systems, but there is reluctance to go as far as this
because there remains uncertainty regarding cyber-
warfare’s place amid the rules of armed conflict.
Weaker states and terrorist organizations cannot
compete with the military firepower of the United
States and Britain, but they have tried to mount
cyberattacks on vulnerable US computer systems and
networks. For example, in 2001 at the nadir of US-
Chinese relations, Chinese hackers launched waves
of cyber attacks on US Government computer sys-
tems in an effort to penetrate and sabotage them.

Political consequences: from
e-democracy to e-terrorism

The political consequences of globalization and
global networks also are both positive and negative.
E-government that engages citizens more directly in
the political process is technologically feasible. At
the same time, the process, politics, and political
implications that result from the new technologies
could foment civil unrest and confusion.

On the positive side, new communications and
information technologies are beginning to enable
advances in e-government, e-democracy, and e-
participation (United Nations Economic and Social
Council 2003). Governments and candidates now
routinely use the Web to provide citizens and sup-
porters with information. Increasingly politicians
and parties use the Web to solicit contributions.
More rarely, governments and candidates use the
Web to elicit views from their people and to seek
input to assist them in their decisionmaking. A few
isolated localities have also experimented with e-
voting in elections. The lasting legacy of Governor
Howard Dean, the unsuccessful US Democratic Party
presidential candidate in 2004, may be that his use of
the Internet to motivate and involve supporters and
raise funds for his campaign was a precursor of what
it is to come.

At the same time, governments are losing their
hegemony over the political process. New com-
munications and information technologies
empower NGOs, firms, revolutionaries, terrorists,
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fundamentalist religious leaders, extremists of all
stripes, criminal syndicates, and political subversives
as well as well-meaning social movements, reform-
ers, and activists. This raises concerns that decentral-
ized, fragmented, anarchic chaos is on the horizon
that may overwhelm the positive benefits of com-
munications and information technology. Alter-
natively, governments may emulate China and crack
down and reassert their control over the Internet and
their citizens.

Economic consequences: growth, digital
divide, and criminal organizations

The strongest case for globalization and global net-
works is that they promote economic growth
through increased trade and investment. Companies
and countries that are early adopters of communica-
tions and information technologies may enjoy an
information edge as they compete and grow. Global-
ization and global communications do not, how-
ever, guarantee that growth will be distributed
equitably within or between countries. Furthermore,
global flows of funds and information may under-
mine national policies and facilitate crime and cor-
ruption. It is unclear, for example, whether national
monetary authorities can control money supply or
exchange rates in a globalized economy, especially
when large sums of money are being illegally laun-
dered. In short, national governments are chal-
lenged as they try effectively to manage global firms
and markets.

The teledensity gap between upper and middle
income and the poorest countries results in a ‘digital
divide’ relative to the industrial world that is espe-
cially poignant. The Benton Foundation estimates
that ‘there are an estimated 429 million people
online globally, but even this staggering number is
small when considered in context. For example, of
those 429 million, fully 41% are in North America.
Also, 429 million represents only 6% of the world’s
entire population.’ Such statistics suggest that large
segments of the world’s population have no way of
participating in the information economy. Without
Internet access, economically marginalized popula-
tions will experience even greater development gaps
than they already face.

The World Bank’s InfoDev project concisely sum-
marizes the dilemma: the Internet revolution is both
an opportunity and a threat for developing coun-
tries. The Internet presents the opportunity to leap-
frog communications into a new level beyond voice
communications and incorporates entirely new
applications and services. It presents the opportunity
to enhance social and economic conditions through
this higher level of communications, thus present-
ing the potential for convergence in the social and
economic status of nations around the world. At the
other extreme, however, is the threat that the Inter-
net revolution results in an increased gap in the
communications infrastructure and that this gap
could inevitably hinder the pace of social and eco-
nomic development vis-à-vis the developed world,
thus resulting in a world where the global economic
order diverges further. Box 28.3 describes this
dilemma in greater detail.

Some developing countries have successfully nar-
rowed the gap. China now has more mobile phone
users than any country in the world and South Korea
is the world’s leader in advanced telecommunica-
tions services. Until recently most analysts worried
that the digital divide would devastate poor coun-
tries’ prospects. More recently this concern has been
called into question. A debate rages over whether the
digital divide is widening or narrowing. In the paral-
lel case of the Internet, in the United States, accord-
ing to the Center for Communication Policy at the
University of California at Los Angeles, the digital
divide seems to be closing. Latinos and African-
Americans are the fastest-growing Internet users. The
gender gap is also narrowing so that only a slightly
larger percentage of men than women are online. By
2014 80 to 85 per cent of Americans are predicted to
be connected to the Internet, approaching the pre-
dicted percentage penetration among the leading
Internet adopters—Sweden, Finland, and South
Korea. By that time Britain, Germany, and Japan
should be approaching 75 per cent penetration.

But for populations and countries with only
sparse connectivity to the world, Manuel Castells
argues, ‘uneven development is the most dramatic
expression of the digital divide’. Moreover, the
digital divide within and between countries should
not be ‘measured by the number of connections
to the Internet, but by the consequences of both
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connection and lack of connection’. The ‘social
unevenness of the development process is linked to
the networking logic and global reach of the new
economy. . . . Education, information, science, and
technology become the critical sources of value
creation in the Internet-based economy’ (Castells
2001: 265–9). To be competitive within a networked

world-economy countries and firms and individuals
within them must have access to global flows of
capital and information. It is but a short logical jump
from this starting point to contend that if legitimate,
legal capital flows and especially information flows
are restricted, alternatives will be found. If large parts
of the population in poorer countries are shut out of
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the new economy, global criminal activities will
arise to create illicit transnational networks instead.
Inevitably, such activities will undermine the legit-
imacy and stability of governments and the civic
culture and can, in extreme instances, result in the
destruction of the rule of law, the collapse of
state authority, and sometimes to violence and civil
war.

Similarly, illegal activities could undermine the
trust in and functioning of the world-economy.
Organized crime has a long history. The Sicilian
mafia, the Cali cartel, Chinese triads, Japanese
Yakuza, Russian criminal networks, and their pre-
decessors have operated for centuries. But globaliza-
tion and global networks have prompted criminal
networks to form transnational strategic partner-
ships to ply their illegal, often violent trade. Since
the 1980s sophisticated transnational criminal
organizations using global communications and
transportation technologies have expanded their
grasp and become more efficient. The United
Nations Conference on Transnational Crime noted
in 1994 that criminal organizations were active in
crimes involving the transnational movement of
drugs, weapons and weapon-grade materials, people
and body parts, and money. Drug smuggling is
the dominant global criminal activity from Colom-
bia to Thailand. Ironically, the greatest threat facing
the drug trade may be drug legalization, not gov-
ernment success at shutting down the supply side.
Weapons trafficking is a multi-billion dollar
business that can easily spill over to supply arms and
munitions to revolutionaries, terrorists, and crim-
inals. Smuggling of nuclear weapons-grade
material for possible use by ‘rogue’ states or terror-
ists is a real risk. Concern for the safekeeping of Rus-
sian nuclear material has long worried specialists; in
2004 the head of Pakistan’s nuclear programme con-
fessed that he had sold materials abroad illegally.
The smuggling of illegal immigrants eager for a
better life has increased as opportunities diverged in
richer and poorer countries. The trafficking in
women for menial work and prostitution, of chil-
dren, and of body parts also has increased.
Money laundering through global networks is the
glue that holds all of the other transnational crim-
inal activities together.

Social and cultural consequences: smart
mobs and transnational identities

The rise of new information and communications
technologies creates a second digital divide separat-
ing those who are comfortable using new tech-
nologies from those who are not. Those who are
connected to the technology also are increasingly
connected to virtual communities with which they
regularly share information and ideas, even if they
have never met in physical space. These smart
mobs gather and disperse, intellectually and phys-
ically, with remarkable speed (Rheingold 2003). In
short, one consequence of global networks is that
they enable actors to relate to and interact with
institutions and one another in new ways. Another
consequence, related to the transparency created in
an interconnected world, is that individuals lose
significant amounts of their privacy. It now is rou-
tine to ‘google’ those you meet. A slightly deeper
examination will reveal credit reports, parking
tickets, and employment and criminal records.
Ironically, those plotting terrorism may choose not
to use new communications sources precisely
because that could expose their activities in
advance.

On the cultural side, communications networks
redefine questions of identity, of determining ‘Who
is us?’ Again technology pulls identity in conflicting
directions. On the one hand, the Internet allows
people to get in touch or stay in touch with their
roots and maintain their family, ethnic, religious,
and cultural ties. Unlike travellers and immigrants in
previous generations, those who move across the
globe today do not cut ties with family, friends, and
their workplace because phone and e-mail connec-
tions are usually cheap and available. At the same
time, cultures blend into one another and become
more global today because of shared attachments to
news, movies, video games, fashion, design, and
even cuisine. Thus, hyphenated identities are slowly
giving way to multiple identities shared among
global citizens.

In summary, globalization has tremendous con-
sequences in different arenas. But globalization is a
dynamic process. As new consequences emerge,
companies, countries, and individuals adjust. These
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adjustments provide feedback and impact on factors
driving globalization, so the process continues to

unfold. But globalization is a journey, not a
destination.

Governance in a time of information revolution

As globalization proceeds, governance issues grow
more complicated. At each stage governments and
private firms react to new developments and
consequences which in turn alter the dynamics of
globalization. At the same time, social movements,
terrorists, revolutionaries, and criminal organiza-
tions which are focused on their own goals and
interests try to manipulate globalization and global
networks to their own advantage. As complexity and
numbers increase, the chance that networks will fall
apart, leading to system breakdown, economic
collapse, and violence also grows. Unless a flexible
system of governance emerges, problems are likely to
intensify and could spiral out of control.

There are four main options. First, governments
can try to muddle through, reacting as new circum-
stances and issues arise. The problem is that national
regulations are less and less effective when dealing
with global issues and transnational movements.
Second, governments can deregulate, step aside, and
put their faith in the magic of markets. However, as
they pursue power and profit large firms frequently
distort markets. Over time firms may behave better
and increasingly practise ‘self-regulation’ because

their behaviour can and probably will be exposed
globally, but the record of self-regulation is spotty at
best. Further, malicious hackers, criminal organiza-
tions, terrorists, and other rogue actors can be
counted on to ‘cheat’ whenever it is in their interest.
Third, governments may try to work through inter-
national institutions like the ITU, the WTO, or the
IMF. Here too there is a problem. Activists and NGOs
fear that international institutions are undemocratic
and serve as puppets for rich firms and governments.
Thus, although governments have transformed the
international telecommunications regime since
1984, the effort to create an equitable international
regime to govern the world information economy
has proceeded in fits and starts. Fourth, there are
now a few instances in which individuals and grass-
roots users take responsibility for managing and
maintaining international cooperation. Prominent
examples include open source software efforts such
as Linux or Apache that are maintained by pro-
grammers around the world and the California-
based, but internationally organized NGO, the
Internet Corporation for Assigned Names and Num-
bers (ICANN), which administers the Internet’s
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domain name system. Linux has enjoyed significant
successes, but the ICANN experience to date has
been uneven.

With technology changing so rapidly, rules nego-
tiated in prolonged trade negotiations are always
going to be out of date before they come into force.
Rules and regulations can only remain relevant if
they are flexible enough to evolve along with the
system. But that is so complicated that critics worry
that if the wrong rules are negotiated or misguided
policies are introduced, problems will inevitably
arise. The challenge for policymakers is to be sensi-
tive to inputs from firms and NGOs, to figure out
which rules are needed (and which are not) and how
they should be structured, implemented, and
enforced in ways that benefit individuals and the
society as a whole.

Nobody has solved the challenge of constructing
and implementing a sustainable regime for man-
aging global networks, global firms, and global
economies. The task grows ever more complex
because there are more and more relevant players—
developing countries, global firms, labour unions,
and NGOs. Moreover, as the Web powers the transi-
tion towards globalization, every country, large firm,
and NGO is actively engaged in the process because
they realize that the agreements that are struck will
determine whether they are winners or losers in the
emerging world information economy. Their future
is at stake.

There is considerable debate about the impact of
globalization on risk and uncertainty, growth and
inequality, democracy and freedom, family and
social relationships, and international affairs. But
globalization is a dynamic process that governments
and other actors continuously influence. The infor-
mation revolution caught policymakers unprepared
but, as it continues to unfold, the choices that gov-
ernments (and other actors) make about policy do
matter. So far governments and international
institutions have advanced no coherent plan about
how or even whether they should guide the informa-
tion revolution or about how to create an inter-
national regime for cyberspace. Here, we consider
four key challenges facing policymakers with regard
to cyberspace, that links all countries and an increas-
ing percentage the world’s population.

The legal and policy areas most directly affected by

the communication and Web revolution can be
grouped into five main areas that impact (1) indi-
viduals, (2) the content that flows over global net-
works, (3) the global communication infrastructure,
(4) the global regulatory environment, and (5) inter-
national relations. Each of these areas requires atten-
tion because of the global nature of cyberspace, all of
them may require global cooperation and coordin-
ation. The relative influence of governments, firms,
NGOs, and international government organizations
(IGOs), social movements, criminal and terrorist
organizations, and individuals will all shape global-
ization and the information revolution as it con-
tinues to unfold. Yet the balance of influence among
these actors varies from issue to issue.

Policies affecting individuals:
privacy and secrecy

Privacy rights and data security concerns are height-
ened in cyberspace (including data security and
encryption issues, sometimes referred to as the ‘Bal-
kans of the cyber age’). Data communications and
especially electronic commerce transactions take
place in a new form of ‘space’ in which much greater
surveillance by governments, employers, or indi-
viduals is possible. How should the rights and priv-
acy of individuals be protected and balanced in light
of the pressing data security needs of governments
and firms in an age of rising terrorism? Similarly, in
many countries officials try to control content that is
viewed as containing pornography, excessive vio-
lence, bigotry, and hatred, or that is relevant to
national security concerns. This becomes especially
sensitive and may lead to international dissension
because different countries focus on different
issues—Europe is more worried about Nazi memora-
bilia than America; China blocks Internet sites
related to Tibet.

Policies affecting content:
intellectual property

In a global digital age content that flows across
global networks has great value. Intellectual property
rules that protect the owners of content through
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copyright, patents, trade marks, and trade secrets are
more important now that perfect digital copies are
cheap to make. The potential for software or film pir-
acy in China or music piracy by students is immense.
Firms and innovators argue that investment and
research and development will dry up if innovators are
not fairly compensated for their inventions. By con-
trast, if intellectual property fees are so high that
users, in developing countries, cannot afford to pay
to license new technologies they face immense bar-
riers to their development. Should, for example,
Africans with HIV-AIDs, who cannot afford to pay
for expensive drug treatments, be condemned to
early death?

One of the most visible successes of the Uruguay
Round trade negotiations was the TRIPs (Trade-
Related Intellectual Property) agreement of 1994
that strengthened international intellectual property
protection and established new enforcement mech-
anisms and dispute-settlement procedures. Critics in
industrial and developing countries worry, however,
that the TRIPs agreement and the similar arrange-
ments agreed to by the United States, Canada, and
Mexico negotiated under the NAFTA accord tilted
the balance between the rights of innovators and of
users too far towards the creators of intellectual
property. Finding appropriate ways to balance and
harmonize the rights of users and innovators across
borders may prove a significant and ongoing
challenge.

For example any successful governance scheme for
international intellectual property will need to bal-
ance the interests involved in three interdependent
power relationships. First, can the balance between
the interests of transnational firms and users be kept
roughly equal? The legal and treaty advantage has
shifted in favour of owners of intellectual property,
but given the significant technology and informa-
tion technology advances in areas such as file shar-
ing and open source, is it possible for countries and
firms to enforce international intellectual property
laws and agreements? Second, now that progress in
NAFTA and TRIPs has succeeded in creating stricter
international intellectual property protection for
industrial countries’ interests, can the needs of
developing countries be safeguarded in the trading
system? Third, what is the relationship between
international intellectual property rights, innov-

ation, and creativity? Specifically, should large com-
panies that are subsidized by military, government,
and academic infusions of money and talent be
allowed to reap all the rents from ‘their’ intellectual
property? Also, if users are innovators, not separate
from them, are we in danger of establishing an
international intellectual property regime that dis-
courages innovation?

Policies affecting the network:
standard setting

The global communications network is the largest
single human creation. It is a logistical marvel that
allows anyone anywhere to dial a few numbers on
their phone or type a few strokes at a keyboard and
be connected in moments to any other phone or
computer in the world. With the advent of mobile,
wireless communications this is true even when the
communications devices are in motion, even across
borders. Globalization depends on the smooth
functioning of this global network. The computers,
telephones, and personal digital assistants (PDAs)
connected to the network must be compatible with
each other or nothing happens. Therefore technical
standards, set mainly by engineers, make global
networking possible. Predictably firms which control
key standards get rich and powerful. Losers lag or
vanish altogether. Therefore countries and com-
panies engage in ongoing standards wars. The out-
come of these intense, but almost invisible battles
delineates the shape of networks, competition, and
advantage in an era of globalization. Not surpris-
ingly, governments and users want to encourage
competition and discourage bottlenecks to promote
efficient global networks. As a result, the regulation
and setting of technical standards to ensure network
interconnectivity and interoperability is critical.

Policies affecting global competition:
competition (anti-trust) policy

Liberalization and the decline of micro-management
is not the same as deregulation and free markets.
To cope with global networks policymakers need to
know when to act, and when not to act. They will
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need to understand how to act, and how not to act.
They will need to balance domestic politics and
national interests against international realities
enhanced by globalization. They will need to
develop mechanisms flexible and robust enough to
withstand attacks by rebels and terrorists intent on
abusing or undermining the network and the exist-
ing order.

Specifically, there is growing attention being paid
to cross-national and international governance and
rule making as the idea that markets and corporate
self-governance will suffice recedes. The pressures of
determining jurisdiction and the limits of sover-
eignty are growing. Although the pendulum of
influence may have swung towards markets and
firms, government policymakers and regulators will
not go away. If they are savvy, they adapt to new
circumstances and develop new tools. Competition
is on the rise nationally and internationally, but,
predictably, established incumbents continue to try
to take advantage of their dominant position when-
ever they have the opportunity. One consequence is

that regulators nationally and internationally are
concluding that competition policy (or anti-
trust policy as it is called in the United States) is
trade policy. These new-style regulators are intent on
promoting competition by curbing potential global
monopolists. They want to be proactive without
being micro-managers. But regulators and policy-
makers on different continents may not agree and
harmonized policies are unlikely to emerge soon. For
example, the EU blocked the merger between Gen-
eral Electric and Honeywell which had already been
approved by the US Justice Department and con-
tinued to prosecute Microsoft after it had settled in
the United States.

Global networks operated by global firms are
under increasing scrutiny. In Europe, the Competi-
tion Directorate of the European Commission has
intervened to stop transborder mergers within
Europe and has expressed strong concerns that
caused mergers within the United States to be
restructured or even abandoned (General Electric
and Honeywell). Even after the US Government
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settled with Microsoft, Europe continued to pros-
ecute it in relation to its practices. More generally, as
telecommunications and IT firms are transformed
into global networking giants, regulators are trying
to promote the efficient and affordable flow of
information across national borders by ensuring that
multiple carriers are positioned to compete to pro-
vide comparable services. Where they succeed in
promoting competition, less regulation is needed.

The effect on international relations

In 1989 the fall of the Berlin Wall precipitated the
collapse of the Soviet Union, the end of the cold war,
and if not the end of history, at least a major shake-
up in international relations. That same year the
launching of commercial Internet operations went
unnoticed, but it too led in time to the World Web
and to fundamental changes in international affairs.
The latest information revolution that is hurtling
forward on the wings of global communication net-
works also raises new opportunities and challenges
that will rewrite the way that the existing order
works. The ultimate impact on international affairs
will be far ranging. But, just as was the case with the
introduction of the printing press authorities do not
want to accept that the world as they knew it is gone.
If governments, firms, and NGOs fail to use instant,
affordable access to vast troves of information and
knowledge to promote equality and cooperation and
instead concentrate on maximizing their wealth,

power, and narrow self-interest, prospects for peace
and sustainability will be bleak. But if leaders and
individuals, men and women, of all ages and from all
nations and backgrounds, are allowed to share in the
possibilities of global networks, then perhaps we will
begin to move in a better direction.

Conclusion

Global communications networks are a driving force
propelling globalization and challenging policy-
makers to adapt to new international challenges. But
it is not enough to say that global networks and the
Web ‘will change everything’. It also is necessary to
find out which changes are short-term fads driven by
speedier delivery of more information and which
constitute fundamental long-term shifts in the way
people, organizations, and governments deal with
one another. In the future international relations

will involve more actors interacting about more
issues on a transparent, but complex field of play. To
succeed leaders will need to use the abundance of
information at their disposal to help them decide
what matters and how to achieve their goals. But the
democratization of information means that others
will have much the same information that they pos-
sess. In that sense, all the forces that traditionally
shaped international relations remain the same, but
global networks have accelerated the intensity and
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speed of the interactions. The challenge will be to
find ways for national governments, working alone
or together, to guide globalization through its next
phase.

For further information and case studies on this
subject, please visit the companion web site at
www.oup.com/uk/booksites/politics.
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